UBND TINH DONG NAI CONG HOA XA HOI CHU NGHIiA VIET NAM
SO CONG THUONG Poc l1ap — Tw do — Hanh phic

Sb: 5060 /SCT-VP Pong Nai, ngay 18 thdng 9 nam 2024
V/v trién khai an toan thong tin
mang, canh bao vé chién dich
tan cong c6 chu dich vao cac hé
thdng quan trong.

Kinh gtri: Cac phong, don vi truc thudc Sé.

S¢ Cong Thuong nhan duoc cac Vin ban cia So Thong tin va Truyén
thong gom: Van ban sé 3105/STTTT-CDS ngiy 16/9/2024 bao cio an toan
thong tin mang Viét Nam (Thang 8/2024) va Vin ban sd 3103/STTTT-CPS
ngay 16/9/2024 vé viéc canh bao vé chién dich tan cong c6 chii dich vao cac hé
thdng quan trong.

Thong tin chi tiét vé chién dich tan cong cu thé nhu sau:

- Trong thoi gian gan day, Trung tim Giam sat an toan khong gian mang
quoc gia ghi nhan cac chién dich tan cong nham vao cac t6 chic va doanh
nghi¢p v&i muc ti€u chinh 1a tan cong mang, danh cap thong tin va pha hoai hé
thong.

- Mallox Ransomware, ndi 1én tir nim 2023 hoat dong dudi dang RaaS
(Ransomware as a Service), cho phép cac cudc tdn cong trén pham vi toan cau,
déac biét tai Brazil, Viét Nam va Trung Quéc. Mallox lay nhiém qua viéc khai
thac 16 hong phan mém va brute force trén may chu MS SQL hoic PostgreSQL,
sau do trién khai ma déc nhu Remcos RAT hodc bo tai NET dé tai ma doc giai
doan tiép theo. Cac phién ban méi da tdi wu hoa ma héa bang AES-256 va ECC,
ddng thoi tranh ma hoa trén cac hé thdng dung ngdn ngit cta cac nude thude
khéi Lién X6 cil.

- Nhom APT Lazarus da phat tain ma doc thong qua phan mém hop video
gia mao tén FCCCall trong cac chién dich tan cong chuyén gia blockchain va du
an web game. Lazarus tiép can muc tiéu qua cac nén tang tim kiém viéc 1am nhu
LinkedIn va sir dung Telegram dé trich xuat dir liéu. Ma doc BeaverTail va
InvisibleFerret duoc sir dung dé danh cip thong tin tir trinh duyét, vi tién ao va
tmg dung quan 1y mat khau, cling nhu cdu hinh AnyDesk truy cép tir xa. Ma doc
nay con dugc nhung vao cac du an Node.js trén GitHub, Gitlab dé an ma doc va
tranh bi phat hién.

-Nhom APT Stately Taurus (Mustang Panda) da khai thac 16 hong trén
Visual Studio Code, sir dung tinh ning reverse shell dé thuc thi ma tir xa va tai
xubng payload doc hai. Nhém st dung OpenSSH dé chuyén file, quét mang
bang SharpNBTScan va nén dit liéu qua Listeners.bat truéc khi trich xuat 1én
Dropbox. Céac chuyén gia cting phat hién sy tham gia cia ma doc ShadowPad,
goi ¥ kha ning hop tac giira hai nhom tin cong.



Nham dam bao an toan thong tin cho hé thdng thong tin ciia S, cua tinh va
g6p phan bao dam an toan cho khong gian mang Viét Nam, S6 Cong Thuong dé
nghi cac don vi nghién ctru, t6 chirc trién khai thyc hién cac ndi dung:

1. Truong cac phong, don vi tang cudng thyc hién tuyén truyén, quan triét
dén toan thé cong chire, vién chire, nguoi lao dong trong co quan, don vi dugc
biét cac thong tin vé chién dich tin cong ¢6 chu dich vao cac h¢ théng quan
trong va cac nguy co rui ro trong Bao céo sb 14/BC-CATTT ngay 10/9/2024 cua
Cuc An toan thong tin; tuyén truyén vé danh sach cac website gia mao, lira dao
phat hién trong thang (Phu luc I trong Bdo cdo giri kém theo Vin bdn sé
3105/STTTT-CDS ngay 16/9/2024).

2. S¢ Cong Thuong giao Vin phong S¢ va 02 Trung tdm kiém tra, ra soat
hé thong thong tin dang str dung c6 kha ning bi anh hudng bai chién dich tan
cong trén. Chu dong theo ddi cac thong tin lién quan dén cac chién dich tan cong
mang nham thuc hién ngan chan sém, tranh nguy co bi tan cong mang.

3. Tang cuong giam sat va san sang phuong an xu ly khi phat hién c6
dau hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh
canh bao cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co tin cong mang.

Trong qué trinh thyc hién, néu c6 thong tin can hd trg dé nghi lién hé véi
Trung tdm Gidm sat an toan khoéng gian mang qudc gia, Cuc An toan thong tin,
Bo Thong tin va Truyén thong, dién thoai: 024.3209.1616 hodc s6 dién thoai
tryc duong day nong hd tro giam sat, canh bao sdm 0961.405.333, thu dién tir:
ncsc@ais.gov.vn hodc S& Thong tin va Truyén thong, dién thoai 0251.3810.269,
thu dién ti: attt@dongnai.gov.vn./.

bé nghi cac phong, don vi truc thudc So t6 chuc trién khai thuc hién.m
=

Noi nhgn: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- Ban Giam doc S¢ (bao cao);
- Luu: VT, CNTT.

Thuymtt

Vin Hiru Pong
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