BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Tw do - Hanh phic

S6: 14 /BC-CATTT Ha Néi, ngay /0thdang 09nam 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 8/2024)

Thuc hién chirc ning quan 1y nha nudc va to chirc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bdo cao An toan thong tin
dinh ky hang thang.

Bio cao cung cap thong tin vé cac sy kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin mdi duge cong bo... Thong tin nay
gilip cac co quan, to chirc ndm bat kip thoi cac van dé an toan thong tin mang
dang dién ra tir 46 c6 thé chu dong trién khai kip thoi cac bién phéap (con ngudi,
quy trinh, cong ngh¢) dé bao dam an toan thong tin cho co quan, to chirc minh.

Trong thang 8/2024, Cuc An toan thong tin (Bo Théng tin va Truyén thong)
da phat hanh cac van ban canh béo lién quan dén mot s6 16 hong méi dang ton tai
trong thuc té, canh bao vé chién dich tin cong mé doc dén cac co quan, to chic,
doanh nghiép.

Trong thang 8/2024, hé thdng giam sat, canh bao sém rui ro ctia Trung tAm
Giam sét an toan khong gian mang quéc gia (NCSC), Cuc An toan thong tin di
ghi nhin hang trim tén mién gia mao cac co quan, to chiic tai chinh, cic ngan
hang nhim muc tiéu lira dao ngudi dan trén khong gian mang. Vé nguy co, rui ro
m&i, Trung tim NCSC ghi nhan 12 16 hong méi c6 thé gy ra cac nguy co Nghiém
trong dén hé thong thong tin. Trung tdm NCSC ciing dd phan tich va cong bd
danh sach cac chi bao tdn cong mang (IoC) lién quan dén céc chién dich tan cong
c6 thé anh huong dén Viét Nam tai cac don vi.

Dé nghi cac don vi, to chitc, doanh nghiép nghién ciru cac thong tin vé cac
nguy co rui ro trong bao céo, thuc hién ra soat hé théng, xir Iy cac van dé vé an
toan thong tin mang trong hé thong va giri két qua bao céo ra soat vé dia chi thu
dién tr nesc@ais.gov.vn chim nhat truéc ngay 25/9/2024.
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1. Canh bdo an toan thong tin da phat hanh trong thang

Vin ban sd 1667/CATTT-NCSC

LO HONG vé viéc 16 hong bao mat anh
BAO MAT

hudng cao va nghiém trong tron
TRONG CAC & & s &

céc san pham Microsoft cong bd
thang 8/2024 phat hanh ngay
19/8/2024.

SAN PHAM
MICROSOFT

Vin ban s6 1578/CATTT-NCSC
vé viéc nhom APT
StormBamboo khai thac ISP dé
thuc hién tin cong dién rong phat
hanh ngay 09/8/2024.

L

CANH BAO ";-,

Nhém APT StormBamboo
Khai thac ISP dé thuc hién
Tan cdng dién rong

NCSC. Vin ban s 1720/CATTT-NCSC

vé viéc canh bao chién dich tan

CANH BAO

cong mang c6 chu dich nhim t&i
Viét Nam phat hanh ngay
29/8/2024.

IEN DICH TAN CONG MANG CG CHU BiCH

NHAM TSI VIET NAM




3

2. Tinh hinh két noi, chia sé dir liéu ciia cac bd nganh dia phuwong

Tinh hinh két ndi, chia sé dit liéu giam sat theo yéu cau Chi thi sé 14/CT-
TTG nam 2019. Pén thang 8/2024 di c6 87 don vi (63 Tinh/Thanh, 24
B6/Nganh) trién khai cong tac giam sat an toan thong tin va thyc hién két néi chia
s¢ dir liéu giam sat voi Trung tam Giam sat an toan khong gian mang quoc gia
(NCSC). Théng qua két ndi chia sé dit liéu glam sat tir 87 don vi, H¢ thong k§
thuat ctia Trung tim Gidm sat an toan khong gian mang qudc gia ghi nhan 75/87
don vi c6 két ndi chia sé dir liéu twong ddi day du, 12/87 don vi khong nhan dugc
dir li€u chia sé.

Theo ghi nhan tir Hé théng k¥ thuat cta Trung tdm Giam sat an toan khong
gian mang qudc gia cho thay con t6n tai nhiéu don vi Bo/Nganh, dia phuong chua
thue hién chia sé dir liéu. Pé dam bao an toan thong tin mang mot cach day du va
lién tuc d6i voi cac hé thong, Cuc An toan Thong tin dé nghi cac don vi khan
treong trién khai nghiém tac va chit ché cac quy dinh theo chi thi caa Tha tudng
Chinh phu dé thuc hién viéc chia sé dit liéu nham dam bao tinh lién thong, an toan
va hiéu qua trong quan 1y va diéu hanh hé théng thong tin qudc gia.

Ghi chii: Danh sdch tinh trang trién khai cong tdc gidm sdt cia cdc don vi
tai Phu luc V kem theo.

Tinh hinh trién khai giai phap phong chéng ma doc dap ung yéu cau cua Chi
thi s6 14/CT-TTG nam 2018. Pén thang 8/2024 di c6 88 don vi (63 Tinh/Thanh,
25 Bo/Nganh) trién khai giai phap phong chéng ma doc tap trung va thuc hién
két n6i chia s¢ thong tin vé ma dc voi Trung tdm Giam sat an toan khong gian
mang qubc gia (NCSC). Hién nay, con ton tai 03 don vi bao gdm: Bé Gido duc
va Piao tao, B Nong nghiép va Phat trién ndng thén, Uy ban Dan toc chua
thuc hién chia sé dir liéu ma doc vé Hé thong k¥ thuét ciia Trung tAm Giam sat an
toan khong gian mang quéc gia (N CSC). Vi vy, dé nghi cac don vi thuc hién chia
sé day du thong tin dir liéu ma doc nham nang cao nang lyc phong, chéng phan
mém ddc hai va thuc hién danh gia chi sb 1ay nhiém phan mém doc hai ¢ cac b,
nganh, dia phuong, coi day 1a mot trong nhitng ti€u chi danh gia mac do bao dam
an toan thong tin cua cac bg, nganh, dia phuong.

Thong qua viée két ndi chia sé dir liéu vé ma doc tir 88 don vi, Hé théng k¥
thuat cuia Trung tam Gidm sat an toan khong gian mang quoc gia (NCSC) ghi nhan
79/88 dom vi c6 két n01 thuong xuyén. Trong cac don vi két ndi thudng xuyén co
79/79 don vi chia sé vé hé diéu hanh cdc may (tong s6 may la 328.123).

Ghi chiiz Danh sdch trinh trang trién khai gidi phdp phong chéng ma doc
cua cac don vi tai Phu luc VI kem theo.
3. Phat hién va ngan chan lira ddo trén khong gian mang

Thuc hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tam Giam sat an toan khong gian mang quoc gia (NCSC) da ghi nhén
125.226 dia chi website gia mao co quan, to chic. Cac dbi tuong sir dung website
gia mao nay dé Ira dao, gay thiét hai cho nguoi dan trén khong gian mang, dong
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thoi gay thiét hai nghiém trong dén uy tin, thuwong hiéu cta chinh co quan, to chirc
bi gid mao.

Muc tiéu hudng dén cua cac doi tuong Itra dao 1a Itra ddo ngudi dan thong
qua gia mao cac website cua co quan chirc nang, cac td chure tai chinh — ngan hang,
cac san thuong mai di¢n tir, cac cong ty 1m...

Trong thang 8/2024, hé thdng ciia NCSC di phat hién 55 website gid mao
thwong hi¢u voi myc dich Itra dao duge phat tan trén khong gian mang. Dé nghi
cac don vi, to chue, doanh nghiép can chu dong ra quét, phat hién sdm cac website
lira ¢ao gia mao to chitc cia minh, canh bao sém dén nguoi ding ctia minh nham
ngin chin cac hoat dong lira ddo dén ngudi dung, dam bao an toan thong tin cho
ngudi ding, bao vé chinh thwong hiéu cua td chic.

Phét hiéi ebsite gid mao thueng hiéu véi muc dich lira déo truc tuy8n trén khdng gian mang trong thang

WEBSITE DIACHIIP GiA MAO TS cHUC

ht‘t!)s:,'l‘amazon\ti[.]com Website gid mao Amazon

https://vnpttechnology[.Jweebly[.Jcom

Website gid mac VNPT- T3p doan Buu chinh Vién thong Viét Nam

https://vnviettell.]com Website gid mao Viettel
https://chinhphul.Jdulieucutrul.Jorg Website gid mao Van phong Chinh phii

https://chinhphu[.Jthongtincutru[.Jorg Website gi4 mao Van phéng Chinh phii

Xem thém

Danh sach cac website lia dao dwoc cdp nhdt tai
https.//alert.khonggianmang.vn/

Ghi chu: Danh sdach cac website gia mao da phat hién tai Phu luc I kem theo.

4. Phat hién va canh bao sém cac 18 hong ciia cac hé thong thong tin trén
khong gian mang

Thuc hién nhiém vu thu thip thong tin, tong hop, phan tich, theo ddi va du
béo, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, H¢ théng giam sat ky thudt cia NCSC di ghi nhéan co
49.589 diém yéu, 16 hong an toan thong tin tai cac may chu, may tram, h¢ théng
thong tin ctia cac co quan t6 chirc nha nudc.

Ghi chi: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cac mady
cua co quan, to chuc tai Phu luc I kem theo.

Trong thang 8/2024, hé thong giam sat, ra quét tir xa cta Trung tim NCSC
d3 phat hién hon 1600 16 hong trén 5000 hé théng dang mé cong khai trén Internet.
Trung tdm NCSC ciing d4 ghi nhan 12 16 héng méi dugc cong bd, c6 mirc d6 anh
huong Nghiém trong/Cao co6 thé bi loi dung dé tan cong, khai thac vao cac hé
thdng cua cac co quan, to chic. Cac 16 hong nay la cac 16 hong ton tai trén cac
san pham pho bién cta nhiéu co quan, td chire, doanh nghiép. bé nghi cac don vi
can thyuc hién kiém tra toan dién va ra soat hé théng cua minh giup xac dinh hé¢
théng ctia minh c6 str dung cac san pham bi anh hudng bai cac 16 hong khong,
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nhanh chdng dwa ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
Dong thoi, 1ién tuc cép nhat thong tin vé cac 16 hong mdi, cac xu hudng tan cong
trén khong gian mang.

Phat hién 1 h8ng tir 5000+ hé thdng dugc gism sat trong théng

LOHGNG

Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)

Apache Solr 7.4.0 <= 7.7.3 / 8.0.0 <= 8.11.0 RCE

Microsoft Exchange Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracie Webl ogic Java Object Des: ization RCE

Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh sach céc 16 héng maoi dwoc cdp nhat tai https.//alert.khonggianmang.vn/

Thong ké cac 16 hong dang chu y dwoc ghi nhin trong thang 8/2024:

BT GEETT Ghi chi

yéu/15 hong

- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta: L3 hdng cho phép dbi twong
tan cong truy cdp va thuc hién cac | hitps:/nvd.nist.gov/vul

1 CVE-2024- hanh vi trai phép. n/detail/CVE-2024-
23897 . . .

- Anh huéng: Jenkins 23897

- L6 héng dd c6 ma khai thac va dang

bi khai thac trong thuc teé.

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: LG hong cho phép dbi tugng

tan cong thuc thi ma tir xa . i

CVE-2023- 7 gt . https.//qu.mst.gov/vul

2 45249 - Anh huéng: Acronis Cyber | 1/detail/CVE-2023-

Infrastructure 45249

- L5 hdng did c6 ma khai thac va dang
bi khai thac trong thuc té.

- Piém CVSS: 7.2 (Cao)

CVE-2024- - Mo ta: L4 hong cho phép dbi twong | https:/nvd.nist.gov/vul
3 tan cong truy cap va thuc thi cac hanh | n/detail/CVE-2024-
39717 e
vi trai phép. 39717

- Anh huéng: Versa Director GUI
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- L6 hong dd c6 ma khai thac va dang
bi khai thac trong thuc té.

-Piém CVSS: N/A

- M6 ta: LG hong cho phép dbi tugng
tan cong truy cap va thuc thi cac hanh

https://nvd.nist.gov/vul

- - | vitréi phép.
CVE-2024 , PEp . ) n/detail/CVE-2024-
6300 - Anh hudng: GitHub Enterprise 6800
Server
- LS héng chua c¢6 ma khai thac va
chua bi khai thac trong thyec té.
- Piém CVSS: 8.1 (Cao)
- M6 ta L hong cho phép dbi twong )
CVE-2024- thn cong thuc thi ma tir xa. https://gvd.nlst.gov/vul
. n/detail/CVE-2024-
7589 - Anh huéng: FreeBSD 7589
- L6 hong chua c6 ma khai thac va
dang bi khai thac trong thuc té.
- Piém CVSS: 9.8 (Nghiém trong)
- M ta: L3 hdng cho phép dbi twong
tan cong truy cdp va thuc hién cac | hitps:/nvd.nist.gov/vul
CVE-2023- | hanh vi trai phép n/detail/ CVE-2024-
7593 ; \ .
- Anh huéng: Ivanti vIM 7593
- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc té.
- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta: L hong cho phép. dbi twong
tan cong leo thang dic quyén. . i
CVE-2024- qg g quy https.//gvd.nlst.gov/vul
Technologles theSpeed Cache 28000
- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc teé.
- Piém CVSS: 7.2 (Cao)
- M6 ta: L hong cho phép dbi tugng
tan cong truy cap va thuc hién cac | hitps:/nvd.nist.gov/vul
C\;E7'0280524' hanh vi trai phép. n/detail/CVE-2024-

- Anh huong: VMware ESXi

- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc té.

37085
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CVE-2024-
38077

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: Lb hong cho phép ddi twong
tan cong thyc thi ma tur xa.

- Anh huéng: Microsoft Windows
Server 2008, Windows Server 2019,
Windows Server 2012, Windows
Server 2022, Windows Server 2016.

- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
38077
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CVE-2024-
38063

- Piém CVSS: 9.8 (Nghiém trong)

- M ta: L3 hdng cho phép dbi twong
tan cong thuc thi ma tir xa.

- Anh huéng: Microsoft Windows 10
- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
38063
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CVE-2024-
6387

- Piém CVSS: 8.1 (Cao)

- M6 ta: L3 hdng cho phép dbi twong
tan cong truy cap va thuc hién céc
hanh vi trai phép.

- Anh huéng: OpenSSH.

- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
6387
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CVE-2024-
40766

-Piém CVSS: N/A

- M6 ta: L3 hong cho phép dbi tuong
tan cong thuc hién tan cong tur choi
dich vy, truy cdp va thuc hién céac
hanh vi trai phép.

- Anh huéng: SonicWall SonicOS

- L hong chua c¢6 mi khai thac va
dang bi khai thac trong thuc te.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
40766

5. Phan tich rii ro va canh bao sém cac nguy co tan cong c6 chu dich

Thuc hién phan tich, theo do1 va du bao, canh bdo sém xu hudng vé thn cong
mang, Cuc An toan thong tin (Bo Thong tin va Truyén thong) da phat hién mot s6
chién dich tan cong c6 chu dich nhim vao céc td chirc, doanh nghiép, don vi tai
Viét Nam. Cuc An toan thong tin d3 phat hanh Cong vin s6 1667/CATTT-NCSC
ngay 19/8/2024 vé viéc 16 hong an toan thong tin anh hudng cao va nghiém trong
trong cac san phadm Microsoft cong bd thang 08/2024; Cong vin sb 1578/CATTT-
NCSC ngay 08/8/2024 vé viéc nhom APT StormBamboo khai thac ISP dé thuc
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hién tAn cong dién rong; Cong van s6 1720/CATTT-NCSC ngay 26/8/2024 vé viéc
canh bao chién dich tan cong mang c¢6 chu dich nham té1 Viét Nam.

Trung tim NCSC d4 tién hanh thu thap, phan tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tin cong mang c6 thé anh hudng dén co quan, to
chtrc, doanh nghi¢p Viét Nam. Cac don vi can chu dong ra soat cac may chu, may
tram, ra soat toan bo cac hé théng giam sat theo cac chi bdo ma Trung tdm NCSC
cung cip trong bao cao nhiam xir Iy sém cac rui ro trong hé théng, lién tuc cap
nhét cc chi bao vé tan cong mang, dac biét 1a cac chi bado da dugc chia sé tur hé¢
théng cua Trung tim NCSC.

Phat hign 413 IoC c6 lién quan dén cac chién dich tdn cbng vao Viét Nam trong thang

1oc NHOM TAN CONG APT

77.238.2291163 Nhém APT Black Basta

5e7cd0461817b390cf05a7c874e017e9f44eef41e053da99b479a4dfa3a04512 Nhém APT MirrorFace

572f6b98cc133b2d0cBa4fd8ff9d14ae36cdaal19086a5d56079354e49d2a7ce Nhém APT MirrorFace

0d59734bdb0e6f4fe6a44312a2d55145e98b00f753148394b2e4bB6436¢32fAC Nhém APT MirrorFace

43349c97b59dBbaBe1147f911797220b1b7b87609fedaaaf1dbacc2¢27b361d Nhém APT MirrorFace

93af6afb47f4c42bcOdaleedcBecb9054134f4247ef0add0d285404984011072 Nhém APT MirrorFace

2400:8902::f03c:93ff-fe8a:5327 Nhém APT MirrorFace

Xem thém

Théng tin IOC dwoc cung cap tai https://alert.khonggianmang.vn/

Ghi chii: Danh sdch cdc I0C ¢6 thé anh hwdng t6i co quan, té chire doanh
nghiép Viét Nam ghi nhan tai Phu luc 111 kem theo.

6. Phat hién va cianh bAo sé'm cac nguy co botnet trong hé thong

Thuec hién viéc phan tich va phét hién sdm cac nguy co tir bén trong hé thong,
dic biét 1a cac nguy co may chu, may tram trong hé thong nhiém ma doc, tré thanh
botnet. Hé théng giam sat cua NCSC da thyc hién thu thip chia sé thong tin vé
cac mdi de doa trén khong gian mang véi cac to chirc qudc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 8/2024, Trung tam NCSC phat hi¢n 21 hé thong cua cac don vi
c6 két n61 dén ha tang botnet. Trung tdm NCSC da thuc hién chia sé cac thong tin
botnet nay dén cac don vi thong qua hé thong phat hién canh bao sém botnet.

hé théng bi 18y nhiém m& ddc botnet trong thang

DIACH P CaC
113176.88.22
113160.182.204

113160.183.96

113160.185.0

113160.186.195

113163.216.225

113160.156.110

Xem thém

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.
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Ghi chii: Danh sach céc don vi ¢6 dia chi IP nam trong botnet ghi nhdn tai
Phu luc IV kem theo.

Dé nghi cac don vi, to chirc, doanh nghiép nghién ciru cac thong tin vé cac
nguy co rui ro trong bao céo, thuc hién ra soat hé théng, xtr 1y cac van dé vé an
toan thong tin mang trong hé thong. Trong qua trinh thuc hién, néu c6 thong tin
can hd trg dé nghj lién hé voi Trung tim Giam sat an toan khong gian mang qudc
gia, Cuc An toan thong tin, B6 Théng tin va Truyén thong, dién thoai:
024.3209.1616 hodc s dién thoai truc dudng diy nong hd trg giam sat, canh bao
som 0961.405.333, thu dién tr: ncsc@ais.gov.vn./.

Noiuhan: v KT. CUC TRUONG
- Thit truéng Pham Dic Long (dé€ b/c); , ”
- Bon vi chuyén trach v& ATTT/CNTT cua: Vin PHO CUC TRUONG

phong Trung wong Pang, Van phong Qubc hoi,

Vin phong Chu tich nude, Toa an Nhan dan tdi ————
cao, Vién Kiém sat nhan dan tdi cao, Kiém toan ’ //"1 Sl
Nha nudc; /;
- Pon vi chuyén trach vé ATTT/CNTT cua cac bd, [/ S)
co quan ngang bd, co quan thugc Chinh phu; | t ‘
-S6 TT&TT cac tinh, thanh phé truc thuoc TW; \5/ \ THONC
- Céc Tap doan kinh té va Tong cong ty nha nudc; \\ <
- Cac T chure tai chinh, Ngan hang thuong mai nha 4 j Ny /j =

nude; Cac cong ty Co phan Chung khoén; Tran Dang Khoa
- Ngan hang Thuong mai C6 phan; Ngan hang Chinh

sach xa hoi;

- Ngan hang Phat trién Viét Nam; Ngan hang Hop

tac xa Viét Nam,;

- Céc Tb chirc, doanh nghiép hoat dong trong linh

vuc thuong mai dién ti;

- Céc t6 chirc, doanh nghiép cung cép dich vu trung

gian thanh toan, vi dién tu;

- Cac Cyc: Vién thong, Buu dién Trung wong;

- Cac Trung tam: TTTT, VNNIC;

- Cac doanh nghi¢p: VNPOST, VTC;

- Cuc trudng;

- Cac Pho Cuc truong;

- Cac phong: ATHTTT, TT&HTQT;

- Trung tdam VNCERT/CC;

- Luu: VT, NCSC.L1Q.
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Phu luc I
DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN
TRONG THANG

(Kém theo Bdo cdo sé /BC-CATTT ngay  thang  nam 2024
cua Cuc An toan thong tin)

Website gia mao Ghi chu

1 https://amazonl4[.]com Website gia mao Amazon

Website gia mao Bao hiém Xa

2 https://vssid[.]pdd :
ps://vssid[.Jpddgovl.]cc hoi Viét Nam

3 https://wwwl[.]govn][.]cc Website gid mao B Cong An

Website gia mao Cong ty co
4 https://ggiao[.]hangtietkiem[.]Jcom \ g R g.Ay
phan giao hang tiét kiém

https://www][.]giaohangtietkiem247]. Website gia mao Cong ty co

Jcom phan giao hang tiét kiém

6 https://www][.]cct- Web‘site gia mao C(?ng ty co
giaohangtietkiem[.]com phan giao hang tiét kiém

. https://dichvu[.]congtygiaohangtietki Website gia mao Cong ty cd

emvn[.]com phan giao hang tiét kiém

Website gia mao Cong ty cd
8 https://giaohangtietkiemvn[.]Jcom N g R gmy
phan giao hang tiét ki¢m

Website gia mao Cong ty cd
9 https://nhanvienghtk[.Jcom N g O gmy
phan giao hang tiét ki¢m

10 https://vn[.]congtygiaohangtietkiemv Website gia mao Cong ty co
n[.Jcom phan giao hang tiét kiém

Website gia Cong ty co
11 https://giaohangtietkiem247[.Jtop © fl © gla 1’1’}8_10 .c;ngmy °0
phan giao hang tiét ki¢m

Website gia mao Cong ty Tai
https://www|.]dautuphattrienvnfic[.]c . 8 : gy .
12 chinh TNHH MTV Home Credit

om A
Viét Nam

13 https://dienmayxanh389[.]Jcom Website gia mao Pién may xanh
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Website gid mao Kho bac Nha

14 https://kbthuhoivontreo[.]Jcom ]
nudc
5 https://acb[.]Jchamsocthekhachhang- Website gia mao Ngan hang
tructuyen-thang8[.]Jcom[.]vn TMCP A Chau
16 https://acb[.]Jchamsockhachhang- Website gid mao Ngan hang
uudaithetructuyen-thang§8[.Jonline TMCP A Chau
Website gid Ngan ha
17 https://baovietn[.]vip eostie £la maf) ‘(’Tim ane
TMCP Bao Viét
Website gid Ngan ha
18 https://www][.]baovietvay][.]top eostie £la maf) gim ne
TMCP Bao Viét
Website gid Ngan ha
19 https://www[.]baovietin[.]top eostie £la maf) gim ane
TMCP Bao Viét
Website gia Ngan ha
20 https://www|.]baovietvc[.]top eosite 1A maf) g,im ne
TMCP Bao Viét
51 https://ocb].]hotrokhachhang- Website gid mao Ngan hang
tructuyenthe[.]Jcom TMCP Phuong Bong
Website gia mao Ngan hang
22 https://vnsehotro[.]Jcom o
TMCP Quan do1
Website gia mao Ngan hang
23 https://mbbkh-canhan|[.]com o
TMCP Quan do1
Website gia Ngan ha
24 https://mmbonline01[.]Jcom eostie gld maoA galr.l e
TMCP Quan doi1
Website gid Ngan ha
25 https://hotroOnline28[.]Jcom eostic £la maoA geil_l ane
TMCP Quan doi1
26 https://vib[.]Jcham-soc-the-truc- Website gia mao Ngan hang
tuyen[.]Jcom][.]vn TMCP Quéc té Viét Nam
Website gia an TMDT
27 https://lazada68[.]com EOSIIE Bld a0 Sall
Lazada
Website gia an TMDT
28 https://hethongnoibol.]bio[.]link EOSIIE Bld a0 Sall
Lazada
. . . Website gia mao san TMDT
29 https://hethongnoibol.]bio[.]link

Lazada
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Website gid mao san TMDT

30 https://taichinheximbak[.]Jcom Ngéan Hang TMCP Xuat Nhap
Khau Viét Nam
Website gia an TMDT
31 https://sendotv|[.]shop EOSITe £14 Ao San
Sendo
Website gia an TMDT
32 https://www][.]Jvnsendotv|[.]vip eOSIIC Bl Mdo San
Sendo
Website gid an TMDT
33 https://sendovn[.]shop eOSIte £1a Ao san
Sendo
Website gia mao san TMDT
34 https://www[.]shopeesopp[.]Jcom
Shopee
Website gid mao san TMDT
35 https://nuk36952s[.]Jcom
Shopee
Website gid mao san TMDT
36 https://sp61889p[.]com
Shopee
Website gia mao san TMDT
37 https://558-558-559[.]com
Shopee
Website gia mao san TMDT
38 nzx65821s[.]Jcom
Shopee
Website gia an TMDT
39 https://kpd63519s[.]Jcom EOSIIE Bld THa0 Sall
Shopee
40 https://tdke03[.]Jcom Website gia mao san TMDT Tiki
41 https://kyajl11[.Jcom Website gia mao san TMDT Tiki
42 https://tikinew[.]club Website gia mao san TMDT Tiki
43 https://tikijaj3[.]Jcom Website gia mao san TMDT Tiki
44 https://tikicareers[.]vip Website gid mao san TMDT Tiki
45 https://sdfsshop1[.Jcom Website gid mao san TMDT Tiki
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46 https://www|.]tikivn84[.]com Website gia mao san TMDT Tiki
47 https://tikimuasam24h[.]com Website gid mao san TMDT Tiki
48 https://sjtkull[.]Jcom Website gid mao san TMDT Tiki
49 | https://hethongtikicareers24h[.Jcom | Website gia mao san TMDT Tiki
50 https://hethongtikicareers24[.Jcom | Website gia mao san TMDPT Tiki
51 https://sjfku88[.]Jcom Website gia mao san TMDT Tiki
Website gia Vian ph¢
52 | https://chinhphu][.]thongtincutru[.]org eOSIE gla’mao ?an PRONS
Chinh phu
Website gia Vian ph¢
53 | https://chinhphu[.]dulieucutru[.]org eOSIE gla,mao qan PRORS
Chinh phu
54 https://vaviettel[.]Jcom Website gid mao Viettel
https://vnpttechnology. [weeblyl.] Website gia mao VNPT- Tap
://lvn n : : x
55 | P VIPHECAROIOEYLIWEERIYLICO | 4 0an Buu chinh Vién thong Viét

m

Nam
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Phu luc II
MOT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC
(Kém theo Bdo cdo sé6 ~ /BC-CATTT ngay  thing  nam 2024
cua Cuc An toan thong tin)

Ma diém yéu/  SL may bi

TT - A i i Ghi chu
10 hong anh hwong
https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2022-26809 15468 202226809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6697 202321716
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2024-8035 5324
2023-8035
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2024-8198 2334
2021-8198
https://nvd.nist.gov/vuln/detail/ CVE-
5 | CVE-2024-38223 2050 2004.3823
https://nvd.nist.gov/vuln/detail/ CVE-
6 | CVE-2024-7256 1844 20047256
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2024-7550 1631 2021-7550
¢ | cVE2024.7531 1505 https://nvd.nist.gov/vuln/detail/ CVE-
2023-7531
9 | CVE-2021.40444 997 https://nvd.nist.gov/vuln/detail/ CVE-
2024-40444
https://nvd.nist.gov/vuln/detail/ CVE-
10 | CVE-2021-28310 781 £020-28310
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Phu luc III
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF

COMPROMISE)

(Kém theo Bdo cdo sé  /BC-CATTT ngay thang  nam 2024
cua Cuc An toan thong tin)

STT Indicators of compromise
1 harthat-api-v1.3.1.zip
2 harthat-hash-v1.3.3.zip
3 142.111.77[.]1196
4 d2a74db6b9c900ad29a81432af72eee8

ed4e22bf61055e7e817a51a33778277

Ghi chu

Nhom APT Moonstone Sleet

5 spamicrosoft[.]com
6 37.221.126[.]202
7 91.196.70[.]160
8 halagifts[.]Jcom

9 217.15.175[.]191
10 preservedmoment|[.]com
11 45.155.249[.197
12 77.238.224[.]156
13 77.238.229[.163
14 77.238.250[.1123
15 77.238.245[.]233
16 91.142.74[.]28

Nhom APT Black Basta
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17 191.142.74[.]28

18 195.2.70[.]38

19 falseaudiencekd]|.]shop
20 feighminoritsjda[.]shop
21 justifycanddidatewd][.]shop
22 marathonbeedksow[.]shop
23 pleasurenarrowsdla].]shop
24 raiseboltskdlwpow[.]shop
25 richardflorespoew|.]|shop
26 strwawrunnygjwu[.]shop
27 167[.]188[.]173[.]173
28 80[.171[.]157[.155

29 45[.187[.]153[.179

30 104[.]194[.1152[.]251
31 pumaria[.]store Ma doc Trojan MoonPeak
32 212[.]224[.]107[.]244
33 nmailhostserver]|.]store
34 91[.]194[.]1161[.]1109
35 95[.1164[.186[.]1148
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36 84[.1247[.1179[.177
37 45[.]95[.J11[.]52
38 yoiroyse[.]store
39 27[.1255[.]81[.]118
40 27[.]255[.180[.]162
41 210[.]92[.]18[.]169
42 nsonlines|[.[store
43 msn-microsoft[.] org
44 s3bucket-azure[.] online
45 s3-microsoft[.] com
46 visualstudio-microsoft[.] com
Nhom APT41; ma do
47 krislab[.] site Onéoba hStr’ikm: oc
48 s2cloud-amazon][.] com
49 s3cloud-azure[.] com
50 trendmicrotech[.] com
51 xtools[.] lol
57 45[.166[.1217[.]106
53 L7212 Nhom APT MirrorFace

54

207[.]1148[.]197[.1235
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5 64[.1176[.1214 151
s 45[.176[.1222[.]130

5 207[.]148[.190[.]45

s 103[.]143[.]208[.]115

5 103[.]143[.]209[.136

0 91[.]245[.1255[.]30

6l www[.]Jlookpumrron[.Jcom

o minggamevies[.]Jcom

6 89[.1233[.]109[.169

o 108[.]160[.]1130[.145

6 95[.185[.191[.]15

o 168[.]100[.18[.]103

. 45[177[.1183[.]161

o 207[.]148[.]103[.]42

o 103[.]143[.]208[.129

70 L6l J70LI7oL 108 Nhom APT MirrorFace
0 91[.]245[.1255[.]79

. www[.Jmorrowadded[.]Jcom

S5 | 2001:1970:7001:2a¢2:5400:4ff:fe0a:55

66
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2a12:a300:3700::5d9f:b451

74
bcd34d436¢cbac235b56ee5b7273baed6
3 2bf385¢ee13721c¢7fdcfc00af9ed63997
41932d6e21fdd0072aba61203¢731969
76 3e¢490adbd9¢93a49b0fe870d4d0aed71
77 9590646b32fec3aafd6c648{69ca9857f
b4be2adfabf3bcaf321c8cd25ba7b83
7a7e7¢0d817042¢54129697947dfb42
78 | 3b60769214457163b5c62ffea69a8108
d
b07¢7dfb3617cd40edcl1ab309a68489a
7 3aa4aale8fd486d047¢155¢952dc509¢
20 2a12:a300:3600::31b5:2¢02
81 2400:8902::103¢:93ff:fe8a:5327
93af6afb47f4c42bc0dadeedcobecb9054
82 134f4a47e¢f0add0d285404984011072
43349¢97b59d8bale1147f911797220
83 | b1b7b87609fe4aaa7fldbacc2c27b361
d
24 0d59734bdb0e6f4fe6ad44312a2d55145
€98b00f75a148394b2e4b86436¢32f4c
572f6b98cc133b2d0c8a4fd8ff9d14ac3
85 6¢daal19086a5d56079354e49d2a7ce
26 5e¢7¢d0461817b390cf05a7¢874e¢017¢9

f44eef41e053da99b479a4dfa3a04512
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Phu luc IV
DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG
BOTNET

(Kém theo Bdo cdo sé  /BC-CATTT ngady thang
cua Cuc An toan thong tin)

nam 2024

1. Danh sach B¢/Nganh

S6 lwong S6 luwong
Tén dom vi IP botnet IP botnet Loai ma
: thang thang doc/botnet
07/2024 08/2024
1 Bo KAhoa hQCA va 0 2 Andromeda
Cong ngh¢
Bao hiém X4 hoi
2 Viét Nam 1 1 Andromeda
3 Dai Tiéng no1 Viét 1 1 Andromeda
Nam

2. Danh sach Tinh/thanh

S6 lwong IP | SO luwong IP

Tén dom vi botnet botnet

i thang thang

07/2024 08/2024
1 Lai Chau 2 6 Andromeda
2 Ha Nam 5 5 Andromeda
3 Thanh Hoa 2 4 Andromeda
4 bién Bién 2 3 Andromeda
5 Lam Pong 3 3 Andromeda
6 Thai Binh 2 2 Andromeda
7 An Giang 1 1 Andromeda
8 Ba Ria Viing Tau 1 1 Andromeda
9 Cao Bing 1 1 Andromeda
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10 Gia Lai 1 Andromeda
11 Ha Noi 1 Andromeda
12 Kon Tum 1 Andromeda
13 Lang Son 2 Andromeda
14 Nam Dinh 2 Andromeda
15 Ninh Binh 2 Andromeda
16 Quéng Ninh 1 Andromeda
17 Lao Cai 0 Andromeda
18 Quang Tri 0 Andromeda
19 Pik Noéng 1 Andromeda




