Théng tin Hé théng mang
Sé Cong Thwong tinh Pong Nai

l. So' @6 hé théng mang
1. So dd hé thong mang Phycical

Converter H
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Sophos
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Netgear Netgear
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port
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Netgear Netgear Netgear
GSM4352S GSM4352S GSM4352S
LanhDao VanPhong Kehoach — Taichinh QuanLyCongnghiep
192.168.10.0/24 192.168.20.0/24 192.168.30.0/24 192.168.40.0/24
Thanh tra Phapche QuanLyThuongMai QuanLyNangluong
192.168.50.0/24 192.168.60.0/24 192.168.70.0/24 192.168.80.0/24
PG CongDoanNganh L_Wifi G_Wifi
192.168.90.0/24 192.168.100.0/24 192.168.110.0/24 192.168.120.0/24

Cha thich:



Bo6 sung 01 Firewall Sophos XG210 déng vai tro tudng lira UTM 16p ngoai
B6 sung 02 Switch Netgear XSM4324CS thuc hién vai trd Core switch phil hop

v6i mo hinh thiét ké so bo da duoc duyét

B sung 03 Switch Netgear GSM4352S thuc hién vai trd Access switch phu hop

vGi mo hinh thiét ké so bo da duoc duyét

Diéu chuyén thiét bi Tudng lira 16p ngoai hién tai thuc hién chtrc nang tudng lira

cho vung Server.

1.1.1 Pia chi IP/VLAN, dinh tuyén tai S& Cong Thuong
Cac dai dia chi IP cua S¢ Cong Thuong

STT Tén dai IP/Muc VLAN Ghi chu
dich s dung ID Dai dia chi IP Subnet VLAN NAME
L Két ndi LAN ving
DMz 150 192.168.0.0 124 DMz
) Két néi LAN cho
Lanh bao 10 192.168.10.0 124 LanhDao
3 Két ndi LAN cho
Van Phong 20 192.168.20.0 124 VanPhong
Két néi LAN cho
4 Ké hoach — Tai
Chinh 30 192.168.30.0 124 KeHoach-TaiChinh
Két ndi LAN cho
5 Quan Ly Cong
Nghiép 40 192.168.40.0 124 QuanLyCongNghiep
5 Két néi LAN cho
Thanh Tra 50 192.168.50.0 124 ThanhTra
; Két ni LAN cho PhapChe
Phap Ché 60 192.168.60.0 124
Két néi LAN cho
8 Quan ly Thuong
Mai 70 192.168.70.0 124 QuanLyThuongMai
Két ndi LAN cho QuanLyNangLuong
9 Quan ly Nang
Luong 80 192.168.80.0 124
10 Két néi LAN cho PG
PG 90 192.168.90.0 124
1 Két ndi LAN cho CongDoanNganh
Cong Poan Nganh | 100 192.168.100.0 | /24




12

Két ndi Wifi khu
vuc sanh bén trai

110

192.168.110.0

124

L-WIFI

13

Két ndi Wifi khu
vuc sanh bén phai

120

192.168.120.0

124

G-WIFI

14

Két ndi LAN cho
Viéc giam sat cac
thiét bi

150

10.1.7.0

124

Monitor

15

Két ndi tir CoreSw
dén Sophos

170

192.168.170.0

124 To_Sophos

2. So @6 hé thong mang Logical

o

Router_ 1841

iswitcl_3560

JHH

Chu thich:
............................... Inter-Vlan Connection
Cap dong
Il. Théng tinip
1. Théng tin ip Router 1841
Wan: PPOE (113.161.149.99)
Lan: 192.168.1.1/24

2. Thong tin ip Firewall ASA-5525

Outside:

192.168.1.2/24




Backup (T78):

10.174.39.0/24

IP: 10.174.39.38/24

DefaultGateway:

Inside:

10.174.39.1/24
DMZ (Server Zone): 192.168.0.0/24
192.168.200.1/30

Théng tin ip Core Switch-Layer3-3560

Connect ASA: 192.168.200.2/30

Inter-Vlan_10 (Default Gateway):
Inter-Vlan_20 (Default Gateway):
Inter-Vlan_30 (Default Gateway):
Inter-Vlan_40 (Default Gateway):
Inter-Vlan_50 (Default Gateway):
Inter-Vlan_60 (Default Gateway):
Inter-Vlan_70 (Default Gateway):
Inter-Vlan_80 (Default Gateway):
Inter-Vlan_90 (Default Gateway):
Inter-Vlan_100 (Default Gateway):
Inter-Vlan_110 (Default Gateway):
Inter-Vlan_120 (Default Gateway):
Inter-Vlan_150 (Default Gateway):

192.168.10.1/24
192.168.20.1/24
192.168.30.1/24
192.168.40.1/24
192.168.50.1/24
192.168.60.1/24
192.168.70.1/24
192.168.80.1/24
192.168.90.1/24

192.168.100.1/24
192.168.110.1/24
192.168.120.1/24
192.168.150.1/24
Pat Tén, IP céc thiét bi méi cia S Cong Thirong (trang bi chung do sé TTTT trién khai)

ST

Tén thiét bi

bia chi IP
quan tri

(Manage
ment IP)

Ghi chu

Két néi Firewall UTM Lép Ngoai

scth-fw-wan

Firewall UTM Lop Ngoai

10.1.7.1

Thiét bi
ma&i

Két néi Core Switch

scth-core-
Xxsm4324-01

Core Switch NetGear
XSM4324CS-01

10.1.7.2

Thiét bi
maéi

scth-core-
xsm4324-02

Core Switch NetGear
XSM4324CS-02

10.1.7.3

Thiét bi
mai

Két n6i Access Switch

scth-acc-
gsm4352s-01

(seri:
4G289A5L.0000C)

Access Switch NetGear
GSM4352S-01 ( LEFT)

10.1.7.4

Thiét bi
maéi




scth-acc-
sm4352s-02 . A
5 g Access Switch NetGear 10175 Thiét bi
(seri: GSM43525-02 ( RiGHT) A méi
4G289A5F00023)
Thiét bi
scth-acc- maoi
3 gsm4352s-03 Access Switch NetGear 10176 (dd déi
(seri: GSM43525-03 ( RiGHT) £1/2021
4G25845V0009F) do soc
dién)
IV | Két noi Firewall Server
. . Thiét bi
1 | scth-fw-server Firewall Cisco ASA 5525 10.1.7.7 o
1.1.2 Két ndi méi trén cac thiét bi ciia S6 Cong Thwong
Ché
56 ss | 90
ST K&t néi tir toai | \iau K&t néi t&i Loai | piay | ©ON8 | Loai Ghi chu
T cong . cong N trén cap
cong cong .
switc
h
| K&t ndi Core Switch
th 4324 Trun
1 | € '°°re0"1‘sm " | Rias | p2a scth-fw-wan RI45 | P5 k | cATé | K&t ndi maoi
port
scth-core- Stack .
RJ45 P1 RJ45 CAT6 &t néi mai
xsmA324-02 P1 port Két n6i mai
scth-core- Stack e
RJ4 P2 RJ4 AT
J45 xsmA324-02 J45 P2 port CAT6 Két noi mai
RIs | P21 scth-acc- Rias | P47 | U™ | cate | Kt nGi co sin
gsm4352s-01 port
RIS | P22 scth-acc- Rias | P47 | UK | cate | Kt nGi co sin
gsm4352s-02 port
RIS | P23 scth-acc- rRias | paz | TV | cate | Kétnico sin
gsm4352s-03 port
Trunk oo e T
RJ45 P20 scth-fw-server RJ45 P1 port CAT6 Két ndi co san




scth-core-xsm4324-

Trun

1 02 RI4A5 | P24 scth-fw-wan RJ45 P6 k CAT6 K&t néi mai
port
th-core- Stack e o
RI4S | P1 scth-core RI45 | P1 CAT6 | K&t ndi moi
xsm4324-01 port
th-core- Stack e o
RIS | P2 scth-core RI4S | P2 CAT6 | K&t nSi mdi
xsm4324-01 port
scth-acc- Trunk i -
RJ45 P21 RJ45 CAT6 Két noi co san
gsm4352s-01 P48 port
scth-acc- Trunk i -
RJ45 P22 RJ45 P48 CAT6 Két ndi co san
gsm4352s-02 port
scth-acc- Trunk v -
RJ45 P23 RJ45 P48 CAT6 Két ndi co san
gsm4352s-03 port
Trunk Mo e . T
RJ45 P20 scth-fw-server RJ45 P2 port CAT6 Két nbi co san
i K&t ndi Access
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h 4352 th Trun
scth-acc-gsm s- scth-core- e e o @
1 RJ4 P47 RJ45 P21 k CAT6 Két noi n
01 145 xsm4324-01 etnoico s
port
th Trun
scth-core- . . S
RJ45 P48 RJ45 P21 k CAT6 Két noi co san
Xxsm4324-02
port
h 4352 th Trun
scth-acc-gsm s- scth-core- e e e
2 RJ4 P47 RJ45 CAT6
02 145 xSmA324-01 P22 k Két n6i mai
port
th Trun
scth-core- ¢ "
RJ45 P48 RJ45 P22 k CAT6 Két n6i madi
Xxsm4324-02 etno o
port
h 4352 th Trun
scth-acc-gsm s- scth-core- e me
RJ45 P47 RJ45 CAT6 Két noi moi
3 03 xsm4324-01 P23 k
port
th Trun
scth-core- ¢ ¢
RJ45 P48 RJ45 2 CAT6 ét ndi madi
XSA324-02 P23 k Két n6i mai
port
] K&t noi WAN
PPPo
scth-fw-wan RJ45 P1 Virgor 2912Fn RJ45 P4 E CAT6 K&t ndi méi
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10.1.1.0/24

SO PO KET NOI HE THONG GIAM SAT HA TANG CNTT

TINH DPONG NAI

Trung tim dir liéu
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Trung TAm D Liéu Tinh - Hé
Thong Giam Sat Opmanager

10.1.27.15/27

5
10.1.27.16/27 / S N 10.1.27.17/27

@ 10.1.27.25/27 @

NIC1: 10.1.27.20/27 NIC1: 10.1.27.21/27
NIC2: 10.174.97.27/24

NIC2:10.174.97.28/24

TSLCD

10.174.x.x/30 10.174.252.1/30

0
10.174.x.x/30 10.174.252.2/30
- ‘
Vigor 2925Fn ° Vigor 2925Fn .
P 10.174.x.x/24 P1
10.174.49.1/24
X 10.174.x.x/24 _10.174.49.10/24
? ?
Sophos Sophos
XG210 XG210
192.168.x.254/24 5| Pq 192.168.8.254/24 P5| Pq
ILAGI ILAGI
[ 1
CORE MODULE vr  VRRP IP 192.168.x.x/24 CORE MODULE v VRRP IP 102.168.8.1/24
XSM4324CS|,, pos XSMA4324CS

XSM4324CS |, oos XSMA4324CS

SERVER MODULE

SERVER MODULE
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