] UBND TINH PONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phuc

Sb: ISTTTT-CNTTVT Pong Nai, ngay ~ thang  ndm 2023
V/v 16 hong bao mat anh huong cao va

nghiém trong trong cac san pham
Microsoft cong bo thang 5, 6, 7, 8/2023

Kinh gui:
- Cac co quan dang, nha nudc trén dia ban tinh;
- Cac to ch}'rc chinh tr1 - xa h(:)i thudc dia ban tinh; ‘
- Viettel Dong Nai, VNPT Dong Nai, Mobifone Dong Nai;
- Trung tam Cong ngh¢ thong tin tinh Dong Nai.

S¢ Théng tin va Truyén théng nhan duoc hudéng din ctia Cuc An toan
thong tin vé viéc 16 hong bao mat anh hudng cao va nghiém trong trong cac san
pham Microsoft cong b thang 5, 6, 7, 8/2023, cu thé: vin ban s6 729/CATTT-
NCSC ngay 15/5/2023 vé viéc 16 hong bao mat anh hudng cao va nghiém trong
trong cac san pham Microsoft cong b6 thang 05/2023, vin ban s6 1024/CATTT-
NCSC ngay 21/6/2023 vé viéc 16 hong bao mat anh hudng cao va nghiém trong
trong cac san pham Microsoft cong b thang 06/2023, vin ban s6 1261/CATTT-
NCSC ngay 17/7/2023 vé viéc 16 hong bao mat anh huéng cao va nghiém trong
trong cac san pham Microsoft cong bd thang 07/2023 va vin ban sb

1500/CATTT-NCSC ngay 21/8/2023 vé viéc 16 hong bao mat anh huéng cao va
nghiém trong trong cac san pham Microsoft cong b thang 08/2023;

Thong tin chi tiét cac lo héng bao mat co tai phu luc kem theo.

Nham dam bao an toan thong tin cho hé théng thong tin ciia Quy don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va

Truyén thong khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c¢6 kha
nang bi anh hudng. Thyc hién cap nhat ban va kip thoi dé tranh nguy co bi tAn

cong (tham khao thong tin tai Phu luc kém theo).

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién co

S6 01, duong 30/4, phuong Thanh Binh, TP. Bién Hoa, tinh Pdng Nai.
DT: (0251) 3810.269 — https://stttt.dongnai.gov.vn



dau hi¢u bi khai thac, tan cong mang; dong thoi thuong xuyén theo ddi kénh
canh bao cua cac co quan chirc nang va céc to6 chirc 16n vé€ an toan thong tin dé

phat hién kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét co thé lién hé ddu mdi hd trg cia Cuc An
toan thong tin: Trung tim Gidm sat an toan khong gian mang quéc gia, dién
thoai 02432091616, thu dién tir: ais@mic.gov.vn hodc S& Thong tin va Truyén
thong, dién thoai 0251.3810.269, thu dién ti: attt@dongnai.gov.vn./.

Noi nhin: GIAM DOC
- Nhu trén;
- UBND tinh (b/c);
- Ban Giam ddc;
- Luu: VT, CNTTVT, Thinh.

Ta Quang Truong


mailto:ais@mic.gov.vn
mailto:attt@dongnai.gov.vn
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Phu luc 01.

THONG TIN VE CAC LO HONG BAO MAT TRONG
SAN PHAM MICROSOFT (THANG 05)

(Kém theo vin ban sé /STTTT-CNTTVT ngay ~ /8/2023
cua So Thong tin va Truyén thong)
1. Thong tin cac 16 hong bio mat
STT CVE 7 Mo ta Link tham khio

- biém: CVSS: 7.2 (cao)
- M6 ta: 16 hong trong _ .
Microsoft SharePoint https.//nr:]s/chr&w;fer_osoft.co

b | (V0224955 Server cho phep 01 MONE | o e uinerability/CVE-

g ' 2023-24955

- Anh huodng: Microsoft
SharePoint Server.

CVE-2023-29336
CVE-2023-24902

- biém: CVSS: 7.8 (cao)

- Mo ta: 10 hong trong
Win32k cho phép dbi
tuong tan cong thuc hién
tan cong nang cao dic
quyén. L6 hong niy dang
bi khai thac trong thuc té.

- Anh huong: Windows
Server, Windows 10,11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29336
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-24902

CVE-2023-29325

- Piém: CVSS: 8.1 (cao)

- Mo ta: 16 hong trong
Windows OLE cho phép
d6i tuong tan cong thyc thi
mi tir xa. L6 hong nay da
dugc cong bd rong rii trén
Internet.

- Anh huéng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29325

CVE-2023-24941

- Diém: CVSS:
(nghiém trong)

- Mo ta: 16 hong trong
Windows Network File
System cho phép dbi tuong
tan cong thuc thi ma tir xa.
- Anh huong: Windows
Server.

9.8

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-24941

S6 01, duong 30/4, phuong Thanh Binh, TP. Bién Hoa, tinh Pdng Nai.
DT: (0251) 3810.269 — https://stttt.dongnai.gov.vn




5 | CVE-2023-24932

- Biém: CVSS: 6.7 (trung
binh)

- Mo ta: 16 hong trong
Secure Boot cho phép d6i
tuong tAn cong thuc hién
tan céng vuot qua co ché
bao mat (Bypass). L hong
nay da duoc cong bd rong
réi trén Internet.

- Anh huoéng: Windows
Server, Windows 10/11.,

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-24932

6 | CVE-2023-29344

- biém: CVSS: 7.8 (cao)

- Mo ta: 16 hong trong
Microsoft Office cho phép
d6i twong tan cong thyc thi
ma tur xa.

- Anh huong: Microsoft
Office, Microsoft 365.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29344

7 | CVE-2023-24953

- biém: CVSS: 7.8 (cao)

- Mo ta: 10 hong trong
Microsoft Excel cho phép
d6i twong tan cong thyc thi
ma tu xa.

- Anh hudng: Microsoft
Office, Microsoft 365,
Microsoft Excel.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-24953

2. Hwéng déin khic phuc

Bién phap t6t nhat dé khac phuc 1a cip nhat ban vé cho céc 16 hong bao

mat noi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat

pht hop cho cac san pham dang sir dung tai link ngudn tham khao tai muc 1 cua

phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/5/8/the-may-2023-security-

update-review




Phu luc 02.

THONG TIN VE CAC LO HONG BAO MAT TRONG SAN PHAM

MICROSOFT (THANG 06)

(Kém theo vain ban s6 [STTTT-CNTTVT ngay  /8/2023
cua So Thong tin va Truyén thong)
1. Théong tin cac 16 hdng an toan thong tin
STT CVE q Mo ta Link tham khio
- biém: CVSS: 8.8 (Cao) | https://msrc.microsoft.co
- M6 ta: 10 hong trong | m/update-

CVE-2023-32031
CVE-2023-28310

Microsoft Exchange
Server cho phép ddi tuong
tan cong thuc thi ma tir xa.
- Anh huodng: Microsoft
Exchange Server 2016,
2019.

guide/vulnerability/ CVE-
2023-32031
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-28310

CVE-2023-29357
CVE-2023-33142

- Dbiém: CVSS:
(Nghiém trong)

- Mo ta: 16 hong trong
Microsoft SharePoint
Server cho phép dbi tuong
tAn cong thuc hi¢n nang
cao ddc quyén.

- Anh hudng: Microsoft
SharePoint Server 2019.

9.8

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29357
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-33142

CVE-2023-29363
CVE-2023-32014
CVE-2023-32015

- Piém: CVSS: 98
(Nghiém trong)

- Mo ta: 16 hong trong
Windows Pragmatic
General Multicast (PGM)
cho phép dbi twong tin
cong thuc thi ma tir xa.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29363
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32014
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32015

CVE-2023-3079

- Biém: CVSS: N/A

- Mo ta: 16 hong trong
JavaScript V8 cho phép dbi
tuong tan cong co thé thuc
thi cac doan mi véi quyén
ctia nguoi dung cyc bo. L
héng nay dang bi khai thac
trong thyc té.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-3079




STT

CVE

Mo ta

Link tham khao

- Anh huéng: Microsoft
Edge (Chromium-based)

CVE-2023-32029

- Diém: CVSS: 7.8 (Cao)
- Mo ta: 16 hong trong
Microsoft Excel cho phép

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-32029
https://msrc.microsoft.co
m/update-

5 CVE:2023:33133 do~1 t}ro’ng tan cong thuc thi guide/vulnerability/CVE-
CVE-2023-33137 | ma tur xa.
- Anh huéng: Microsoft | 2025 33133
wong. VIt https://msrc.microsoft.co
Excel, Microsoft Office. m/update-
guide/vulnerability/ CVE-
q 2023-33137
- biém: CVSS: 7.8 (cao)
- Mo ta: 16 hong trong _ .
Microsoft Office cho phep m}[ﬁsé/args_rc.mlcrosoft.co
6 | CVE-2023-33146 | dbi tuong tan cong thyc thi | 1" oP

mﬁ:[l‘l xa.
- Anh huong: Microsoft
Office, Microsoft 365.

guide/vulnerability/ CVE-
2023-33146

2. Hwéng din khic phuc

Bién phép tot nhat dé khic phuc 1a cap nhat ban va cho cac 18 hong an

toan thong tin noi trén theo hudng dan cua hang. Quy don vi tham khao cac ban

cap nhat phi hop cho cac san pham dang st dung tai link nguon tham khao tai

muc 1 cia phu luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/6/13/the-june-2023-

security-update-review



https://www.zerodayinitiative.com/blog/2023/6/13/the-june-2023-security-update-review
https://www.zerodayinitiative.com/blog/2023/6/13/the-june-2023-security-update-review

Phu luc 03.

THONG TIN VE CAC LO HONG BAO MAT TRONG SAN PHAM
MICROSOFT (THANG 07)

(Kem theo van ban so

ISTTTT-CNTTVT ngay

18/2023

ciia S6 Théng tin va Truyén thong)

1. Thong tin cac 16 hong bao mat

STT

CVE

Mo ta

Link tham khao

CVE-2023-33160
CVE-2023-33134

- Biém: CVSS: 8.8 (Cao)

- Mo ta: 16 hong trong
Microsoft SharePoint
Server cho phép dbi tuong
tan cong thuc thi ma tir xa.
- Anh huodng: Microsoft
SharePoint Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-33160
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-33134

CVE-2023-36884

- Biém: CVSS: 8.3 (Cao)

- Mo ta: 10 hong trong
Office va  Windows
HTML cho phép dbi tugng
tan cong thuc thi ma tir xa.
- Anh huéng: Windows
10, 11, Windows Server,
Microsoft Office.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36884

CVE-2023-35311

- Biém: CVSS: 8.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Outlook cho
phép ddi tuong tin cong
thuc hién tin cong vuot
qua co ché bao mat
(Bypass).

- Anh huéng: Microsoft
365, Microsoft Office,
Microsoft Outlook.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35311

CVE-2023-36874

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Windows Error Reporting
Service cho phép ddi
tuong tAn cong thuc hién
tin cong ning cao dic
quyén.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36874




5 | CVE-2023-32046

- biém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Windows MSHTML cho
phép dbi twong tan cong
thyc hién tAn céng nang cao
dic quyén.

- Anh huéng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-32046

6 | CVE-2023-32049

- Piém: CVSS: 8.8 (Cao)

- Mo ta: 16 hong trong
Windows SmartScreen
cho phép dbi twong tin
cong thuc hién tdn cong
vugt qua co ché bao mat
(Bypass).

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-32049

CVE-2023-32057
CVE-2023-35309

- Dbiem: CVSS:
(Nghiém trong)

- Mo ta: 10 hong trong
Microsoft Message
Queuing cho phép ddi
tuong tan cong thuc thi ma
tur xa.

- Anh huong: Windows
Server, Windows 10/11.

9.8

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-32057
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35309

2. Huéng dan khic phuc

Bién phap t6t nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong bao

mat noi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat

pht hop cho cac san pham dang sir dung tai link ngudn tham khao tai muc 1 cua

phu luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/7/10/the-july-2023-security-

update-review




Phu luc 04,

THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT (THANG 08)
(Kém theo vain ban s6 ISTTTT-CNTTVT ngay  /8/2023
ciia S6 Théng tin va Truyén thong)

1. Théong tin cac 16 hdng an toan thong tin

STT CVE Mo ta Link tham khao

- Diém: CVSS: 8.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Exchange | https://msrc.microsoft.co
Server cho phép dbi tuong | m/update-

tan cong thyc hién tan | guide/vulnerability/CVE-
cong Spoofing. 2023-38181

- Anh hudng: Exchange
Server 2016/2019.

1 | CVE-2023-38181

- Piém: CVSS: 9.8 (duoc
Microsoft danh gia 1a Cao)
- Mo ta: 16 hong trong
Microsoft Exchange
2 | CVE-2023-21709 | Server cho phep dbi tuong
tain cong thuc hién tin
cong nang cao dic quyén.

- Anh huéng: Exchange

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21709

Server 2016/2019.
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
- Piém: CVSS: 80/g8 | 202333308
(Cao) ht}[ps:é/r:]src.mlcrosoft.co
- - A 1R LA m/update-
ng ;8;2 g:i’gg - Mot 16 hong trong guidF:a/vuInerabiIity/CVE—
3 - - Microsoft Eg(phange 5023-38185
CVE-2023-35388 | Server cho phép doi tuong .
CVE-2023-38182 tAn cong thyc thi ma tir xa. https://msrc.microsoft.co
- Anh huong: Exchange mlupdate-
Server 2016/2019. guide/vulnerability/CVE-
2023-35388
https://msrc.microsoft.co
m/update-

guide/vulnerability/ CVE-




STT

CVE

Link tham khao

2023-38182

CVE-2023-35385
CVE-2023-36910
CVE-2023-36911

- Diém: CVSS: 9.8
(Nghiém trong)

- M6 ta: 16 hong trong
Microsoft Message
Queuing cho phép dbi
tugng tin cong thuc thi ma
tur xa.

- Anh huéng: Windows
10/11, Windows Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35385

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36910

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36911

CVE-2023-29328
CVE-2023-29330

- Piém: CVSS: 8.8 (duoc
Microsoft danh gid 1la
Nghiém trong)

- Mo ta: 16 hong trong
Microsoft Teams cho phép
d6i twong tan cong thyc thi
ma tu xa.

- Anh hudng: Microsoft
Teams danh cho iOS,
Mac, Android, Desktop

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29328

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29330

CVE-2023-36895

- Piém: CVSS: 7.8 (duoc
Microsoft danh gid 1la
Nghiém trong)

- Mo ta: 16 hong trong
Microsoft Outlook cho
phép ddi tuong tin cong
thue thi ma tir xa.

- Anh huéng: Microsoft
Office, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36895

CVE-2023-36896

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Excel cho phép
dbi twong tin cong thyc thi
ma tur Xa.

- Anh huéng: Microsoft
Excel, Office, Office
LTSC, 365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36896




STT CVE Mo ta Link tham khao
- Piém: CVSS: 7.8 (Cao)
- Mo ta: 16 hong trong
Microsoft Office cho phep | https:/msrc.microsoft.co
8 CVE-2023-35371 doi tugng tan cong thuc thi | m/update-

ma tr xa.

- Anh huéng: Microsoft
Office, Office LTSC, 365
Apps.

guide/vulnerability/ CVE-
2023-35371

2. Hwéng dan khic phuc

Bién phéap tot nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong an

toan thong tin ndi trén theo hudng dan cua hang. Quy don vi tham khao cac ban

cap nhat phi hop cho cac san pham dang st dung tai link nguon tham khao tai

muc 1 ctaa Phu luc.

security-update-review

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/8/8/the-august-2023-




