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V/v thyuc hién Vin ban sb 4945-
CV/TU ngay 04/4/2023 cta Tinh uy

Kinh guri:
- Céc s0, ban, nganh;
- UBND céc huyén, thanh phé.

Thuc hién chi dao ctia Ban Can sy dang UBND tinh vé viéc thuc hién Van
ban s& 4945-CV/TU ngay 04/4/2023 cta Tinh Gy vé canh bao lgi dung cong
nghé Deepfake dé thuc hién cac hanh vi vi pham phép luat (file dién tir kém
theo); Chi tich UBND tinh ¢6 ¥ kién nhw sau:

1. Céac s@, ban, nganh, UBND cac huyén, thanh phé:

- Tang cudng tuyén truyén sdu rong dudi nhiu hinh thic phong phu, da
dang, phd bién vé& phuong thirc thu doan lira ddo chiém doat tai san bang thu
doan gia mao cudc goi video dén céc co quan, doanh nghiép, ngudi dén. Khuyén
khich can bg, cong chirc, ngudi dan khi nhan cudc goi, tin nhin vay mugn tién,
chuyén tién théng qua mang x& hoi cén trie tiép x4c minh dbi twong véi nguoi
goi, khong lam theo chi dao chuyén tién cho bén thir ba. Trudng hop nghi van
dOI twong gia mao nguoi than trén mang x& hoi dé Ira dao chiém doat tai san,
can bao ngay cho co quan Cong an gin nhit dé dugc hd trg, xir Iy kip thoi.

- Vén dong cén bg, cong chirc, vién churc va nguoi dan thuong xuyén truy
cdp vao trang mang x& hoi Facebook ctia Phong An ninh mang va phong, chéng
t6i pham st dung céng nghé cao - Céng an tinh Pdéng Nai (dia chi Fanpage:
http://facebook.com/anm.cadongnai) dé kip thoi ndm bat cac thu doan sir dung
cong nghé cao dé pham tdi.

2. S& Thong tin va Truyén thong chi dao céc co quan ’béo, dai trén dia ban
tinh ting cuong théng tin tuyén truyén dén nhén dan dé biét, canh bao loi dung
céng nghé Deepfake dé thuc hién cac hanh vi vi pham phép luat./.

Noi nhin:

- Nhu trén;

- Thuong tryc Tinh dy;

- Chu tich, PCT Nguyén Son Hung;

- Cong an tinh;

- B4o Déng Nai, Pai PTTH Dbng Nai;

- Chanh, PCVP UBND tinh (THNC, KGVX),
- Lwu: VT, THNC, KGVX(vudg).

Nguyén Son Hing



TINH UY PONG NAI PANG CONG SAN VIET NAM
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$6 4945-CV/TU
Cdnh bdo lgi dung céng nghé Deepfake

Dong Nai, ngay 04 thang 4 nam 2023

dé thyee hign cdc hanh vi vi pham phdp ludt

Kinh guwi: - Cac cép uy tryc thude tinh,
- Céc ban cén sy dang, dang doan, BTV Tinh doan,
- Céc ban dang va Vién phong Tinh Uy.

Thoi gian qua, ti pham sir dung cong nghé cao lira d4o chiém doat tai san
trén khong gian mang dién bién phitc tap. Trong d6 ¢ thu doan hack céc tai
khoan mang xd hdi hofic tao tai khoan gia mao sau d6 vay muon tién va chién
doat tai san. Tinh vi hon, hién nay cc d5i tugng pham t4i lgi dung cong nghé
Deepfake' @ tao céc cudc goi video gia mao cb d6 chinh x4c cao, rit khé phén
biét tht gia dé lira ddo chiém doat tai san. Tuy nhién, video do dbi twong tao
sn thudng ¢6 ni dung chung chung, khéng phi hgp hoan toan véi ngit canh
thyc 1€ giao tiép v&i nan nhén, c6 thé khién nan nhan nghi ngd, phat hién. D&
che 1ap khuyét diém trén, cdc d6i twong thudng tao ra video véi 4m thanh kho
nghe, hinh anh khéng rd nét, giéng cudc goi video c6 tin hiéu chip chon
dugc thye hién trong khu vyc phi séng di dong/wifi yéu.

Ngoai ra, khong loai trir kha ning cac d6i trong phan ddng str dung céc
video gia mao cdc ddng chi 1anh dao Pang, Nha nuéc va céc ddng chi Lanh
dao chinh quyén dia phuong dé chi dao céc néi dung khong ding hodc st
dung céc video gia mao cac ngudi ¢6 sirc hudng 16n trén mang x4 hoi (KOL)
dang tai v6i ndi dung kich dong, tuyén truyén chéng pha.

Dé chu dong phong ngira cc thi doan liva ddo trén khong gian mang, 1¢i
dung cong nghé Deepfake, Thudng tryc Tinh iy yéu cAu céc cip ty true thuge
tinh, céc ban cdn sy dang, dang doan, tinh doan, cac ban ding va Vin phong
Tinh Wy trién khai thyc hién mét s6 ngi dung sau:

1- Chi dao céc cdp uy tryc thude ting cudng tuyén truyén siu rong dudi
nhiéu hinh thirc phong phi, da dang, phé bién vé phuong thitc thi doan lira d4o

! Deepfake 12 cdng ngh¢ img dung trf tug nhén tao (Al) tao ra san phdm céng nghé dm thanh, hinh dnh va vidco'lam
gid d6i tuong ngodi ddi thye voi A chinh xdc rt cao, Dyl trén t8p tin hinh &nh khudn mit, giong néi cia mot sb
ngudi ngodi ddi thuc, Deepfake 8 sit dung thufit todn dé ti tao lai khudn mjt-va giong néi phd hop véi nét mijt,
bidu cim cia mt ngudi khic; sau dé tao ra video gid mao hoan toan déi tugng ngodi ddi thyc.
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chiém doat tai san bing thi doan gia mao cudc goi video dén cac co quan,
doanh nghiép, ngudi dan. Khuyén céo can bd, cﬁng chirc, ngudi dan khi nhén
cudc goi, du‘qc tin nhin vay muon tién, chuyén tién thong qua mang xa hoi
cin truc tnep xdc minh ddi tuong véi ngudi goi, khéng 1dm theo chi dao
chuyén tién cho bén thir ba. Trudng hop nghi van dbi tuong gia mao ngudi
than trén mang xa hdi dé lira ddo chiém doat tai san, cAn bio ngay cho co
quan Cong an gin nhit dé duge hd trg, xit Iy kip thoi.

2- Véan dong can bd cong chirc, vién chirc va ngudi din thudng xuyén
truy clp vao trang mang x4 hoi Facebook cua Phong An ninh mang va
phong, chéng t4i pham sir dung cong nghé cao - Cong an tinh Pbng Nai (dia
chi Fanfage: http:/facebook.com/ anm.cadongnai) dé kip thoi nim bit céc
thi doan sir dung c6ng nghé cao dé pham toi.

3- Pang ty Céng an tinh chu tri phéi hop véi Ban Cén sy dang Vién
Kiém s4t nhan dan tinh chi dao td chirc t6t cong tic tiép nhén tin bio, td gisc
tdi pham; stt dung ddng bd cac bién phép nghiép vu dé nim tinh hinh, cha
dong phat hién, ddu tranh véi hoat dong sir dung céng nghé cao lra déo
chiém doat tai san; nhing trudng hop ¢6 dii diéu kién, cin khén trirong xem
xét, khdi td, truy t6 vu an theo thAm quyén.

Giao Pang uy Cong an tinh theo doi, tdng hop, kip thdi tham muu
Thudng trie Tinh vy chi dao nhim dam béo an ninh, trit tu trén dia ban tinh./.

Noi nhén: T/M BAN THUONG VU
- Nhu trén. _PH() BI THU

- Cée d/c TVTU,
-CP.VPTU - T5, P,
- Luu VPTU.
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udn Minh Cudng
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